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Introduction 


Strategic differentiation often stems from custom applications. Cloud-native development is an 

IT operating model to design and manage applications as-a-service on any cloud—public, private, 
hybrid, or the edge. Software is everywhere, both in the products enterprises deliver to their custom- 
ers and partners, and in the processes that create and support those products. Companies’ ability to 
win, serve, and retain customers depends on their ability to deliver new capabilities through software 
applications, rapidly and continuously. 


Cloud-native is a common term today, but is it more than just a buzzword? Could it be the next phase 
of modern application development? 


All signs point to yes. 


As organizations seek to develop high-quality applications faster and more securely, developers and 
operations teams naturally look for ways to deliver these applications that run as-a-service anywhere 
with consistent and rapid application life-cycle management experience. 


Cloud-native development survey 


To gauge adoption of cloud-native development, Red Hat surveyed a group of IT professionals. The 
results detailed in this report are based on 817 qualified responses from Red Hat customers. The 
survey was conducted from December 23, 2020 to January 9, 2021, and each interview lasted 15 
minutes. Panelist criteria: 


> Be employed full time or part time 
> Work at a company with US$10 million+ in revenue 


> Act asa decision influencer for application development and integration 


Five key takeaways 


1. Level of cloud-native adoption is directly proportional to software 
delivery performance 


The survey revealed a direct relationship between the adoption level of cloud-native development 
practices and technologies and the performance of software delivery. 51% of adoption leaders exhib- 
ited a software delivery cycle of 1-4 weeks, whereas around 15% of those who are stalled in their 
adoption journey spend 7-12 months. Higher performance is, in turn, directly related to budget allo- 
cation. 73% of customers in the advanced stage of cloud-native development adoption expect the 
cloud-native development budget to increase in the next 12 months. 
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Cloud-native development journey vs. development and test velocity 
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Red Hat perspective 


At Red Hat, we believe improving software delivery is the key to digital innovation. IT teams must 
modernize their application infrastructure, architecture, and processes to deliver higher-quality 
applications with greater agility. Each of these is intertwined—improvements in one area demand 
improvements in another, so holistic improvement is critical. 
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Organizations that did not start out digital can overcome disruption from digital natives through 
strategic investments and commitments in agile software development and delivery capabilities 
using open, proven, and integrated Red Hat® platforms. Red Hat OpenShift® and our application ser- 
vices work together to help customers develop, deliver, and run dynamic, connected, and intelligent 
applications based on industry standards like containers and Kubernetes across any cloud. Teams 
can focus on building applications that move their business forward, leaving operations and infra- 
structure to the platform. While the digitally fluent may build their own tools and technologies from 
scratch, those that choose Red Hat will be operational immediately. 


Red Hat Consulting and Red Hat Training and Certification teach and mentor your team on cloud- 
native development architecture and practices, helping you align your projects to business outcomes 
and business success. 


2. Cloud-native development is a team effort 


Over half of respondents report that adoption of DevOps, leadership support, and expertise in 
domain-driven design are the most important enablers of cloud-native development. 


Which of the following do you consider as the most important 
element/enabler of cloud-native development? 


Adoption of DevOps 


Leadership support 54% 
Expertise in Domain-driven design 
Adoption of Test-driven development 48% 
Experience with solid development principles 37" 


Which of the following cloud-native practices, if any, have you adopted? 


E Adopted WŒ Planning to adapt @ Not planning to adopt 


Agile 


DevOps 63% 26% 8% 
49% 35% 12% 


CI/CD 


SRE 
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Red Hat perspective 


The real value from cloud-native development goes far beyond the technologies closely associated 
with it. At its core, cloud-native development is as much about teams, people, and collaboration as 
it is about technology. That is, cloud-native is much more than just a programming model or anew 
way of writing code. It changes the entire life cycle of how requirements are collaboratively created, 
coded, tested, and deployed. 


DevOps is really all about collaboration. It is about taking ownership of the solution you are build- 
ing by bringing down barriers and removing bottlenecks and obstacles. This approach speeds up the 
value stream connecting the customer's perceived need to the product delivery. Technology alone 
will never solve all your business problems. No matter how good the platform or software product 

is, unless your organization has learned to adopt the correct balance of people aspects, process 
changes, and technology adoption, the objectives will not be met. 


Red Hat believes every company should improve its software delivery if it wants to become a digital 
innovator in its industry. To enable their enterprises to seize digital business opportunities, IT teams 
must modernize their application infrastructure along with architecture and processes. Teams must 
focus on all three because, now more than ever before, application architecture, platform, and deliv- 
ery processes are intertwined. Improvements in one area demand improvements in another, and 
failing to improve holistically will not deliver optimal results. 


It is clear that DevOps is maturing in adoption and site reliability engineering (SRE) is taking hold as 
42% of respondents reported plans to adopt SRE practices. SRE has a much more prescriptive way 
of measuring and achieving reliability through engineering and operations work. It prescribes how to 
succeed in the various DevOps areas. DevOps and SRE are not two competing methods for software 
development and operations, but rather allies that work together to break down organizational barri- 
ers to deliver better software faster. 


3. Improving collaboration among stakeholders is the key to success 


In response to the question “Which of the following are key drivers for adopting cloud-native devel- 
opment practices and technologies,” a majority of respondents (55%) cited the need to improve 
alignment and collaboration between business and IT. This result indicates that successful cloud- 
native development is not about improving IT, but improving business outcomes that require greater 
collaboration between business and IT. 
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Which of the following are key drivers for adopting 
cloud-native development practices and technologies? 


Improve business and IT alignment 55% 
and collaboration 


Improve application quality 


v 


Improve application security 


D 
CN 


Improve application scalability 


N 


Better developer focus and productivity 


Speed up application delivery 
(development and deployment) 


Ability to run application and any cloud 


What is the primary measurement of success for 
software development managers at your organization 


On time delivery 22% 
Number of release for working software 


User survey results and reviews O' 
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Number of bugs fixed 5 
Defect rates 12* 


Ticket feature throughput 
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We do not use any metrics 


Red Hat perspective 


Software has become the foundation for doing business, and it is no longer just a back-office func- 
tion. It is critical for both the IT organization and the business it serves to recognize this significant 
shift in the use of software. 


Customers expect to interact with businesses at any time from any place. As a result, software has 
become customer-facing (in the truest sense of the term) for businesses. Whether it is the company 
website, mobile app, or a social media presence, software applications are now the critical connector 
between businesses and their customers. 


Success is no longer just about the output. It is now also about the outcome. What is the customer 
experience during interactions with software applications provided by a business? Is the user expe- 
rience, when interacting with that application, smooth and intuitive? And just as important, are 
employees having positive experiences and able to get their work done at the right quality and quan- 
tity using technology? 
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The conversation between the IT organization and the business it serves must shift from one of 

“outputs” to “outcomes.” Many IT organizations only report on the activities that they have accom- 
plished, e.g., number of releases, on-time delivery, and not on the outcomes achieved by the business 
in its use of software applications, e.g., user reviews. 


Why is this so important? 


It moves the perception of IT from being an “order taker” within the business to a “value enabler.” It is 
a far different perception when IT looks and acts like a drive-through restaurant than when IT looks 
and acts like it is a business enabler. 


4. Delivering innovation is a balancing act between developing new applications and 
improving existing applications 


When asked about the projects they plan to undertake over the next 6 to 18 months, survey respon- 
dents cited “apps that replace, modernize, or integrate legacy systems” as their top answer. Further 
breakdown shows that 37% plan to integrate existing applications to drive new capabilities, 32% plan 
to replace existing applications with Software-as-a-Service (SaaS)-based applications, and 29% 
plan to recreate a new application. 


E New developments 


WE Improving exisdting applications 


What percentage of your company’s new development/innovations are the following? 


Integration of existing applicataions to drive new capabilities 37% 
Replacing existing applications with SaaS based applications 32% 


Recreating new custom applications 29% 
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Furthermore, nearly 40% of respondents indicated that their preferred strategy is to create compos- 
ite applications by buying foundational services as SaaS and focusing internal efforts on “customiza- 
tion” and “composition” for strategic functional and experience differentiation. 


Which of the following best describes your company’s 
preference in application development platforms? 


We primarily opt to buy 
SaaS/package applications and 
create composite applications to 
support business processes 


Build custom 


We spend our development efforts 
on integrating SaaA/packaged 
applications to support 

business processes 


Not sure 


Red Hat perspective 


The move toward cloud-native development reflects a new way of creating applications. It is no 
longer about building large applications from the ground up. Modern applications are composed of 
small, independent, and loosely coupled services. They are assembled by combining services from 
existing applications, much like the automotive industry uses parts from different automobiles to 
build cars. 


Composable businesses are the enterprises that take advantage of composable architectures to 
build and adapt their digital solutions faster, both for internal and external users. 


Composable architecture uses application programming interfaces (APIs) to enable all the systems 
and processes within the enterprise and its partners, allowing access to it by the developers and busi- 
ness users, and then dynamically combines those APIs into digital solutions to support ever-changing 
business needs. A key idea to make it more efficient is to divide large, complex systems into smaller 
autonomous components (in the true spirit of microservices architecture). This approach is called 
disaggregation, which is the opposite of aggregation. 


These smaller components of enterprise architecture enable much more flexibility than the mono- 
lithic architectures of the past. 


There are different ways to make these components available to the rest of the organization and to 
external partners. Usually this type of architectural integration is the combination of representational 
state transfer (REST) web services, SaaS APIs, microservices, and serverless functions. 


Enterprises have hundreds or even thousands of applications, systems, and APIs. 


Cloud-native development allows for flexibility, so enterprises can pursue multipronged develop- 
ment strategies that meet all of their modernization and innovation needs. With flexibility, tailoring 
application development to top organizational goals becomes easier. The trick is to choose the right 
application strategies and practices and map them to organizational goals. 
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We recommend that our customers consider the following three dimensions when setting their appli- 
cation development strategies. These considerations will help them achieve their objectives, whether 
the business aims to extend the reach of its business through customer-facing applications, use the 
Internet of Things (loT), or other priorities. 


1. Design for change and scale. With dynamic application development, modular applications with 
reusable components allow for continuous delivery of new applications and features. 


2. Develop connected applications that run everywhere. They allow organizations to commu- 
nicate with partners, customer ecosystems, and the lol. Connected application development has 
event-driven architectures that adapt and make intelligent, data-based decisions in real time. 


3. Use artificial intelligence (Al)-driven automation, integrated analytics, and 
self-governance. With these tools, you will produce applications that automate routine tasks, 
improve business processes, and better serve customers. Intelligent applications can improve 
productivity, reduce legal and compliance risk, and improve customer interactions. 


Red Hat provides a unified cloud-native portfolio that offers polyglot, multiarchitecture, and mul- 
tidevelopment support to design and run applications as-a-service on any cloud—public, private, 
hybrid, and the edge. Red Hat provides consistent development and management experience 

to develop, modernize, and integrate data and applications using services-based and API-driven 
architecture, container orchestration, and agile DevOps process automation. This approach allows 
organizations to focus on application development strategies best suited for their unique needs and 
provides both in-person and online training courses to help them put these strategies into practice. 


5. Organizations need help selecting the right tools 


41% of respondents said that selecting the right technology to use for their cloud-native develop- 
ment needs was their biggest challenge. An equal number noted that security policies were 
a challenge. 


Which of the following are challenges for your company in software development? 


Selecting technology aaa 41° 
Security po oces as <1" 
Streamlining/automation es 32" 
Hiring lent es 21 
Resource capacity [iii 2°" 
Time management/estimation a 23" 
Skills gap (learning curve and retraining 7 _7_ 27 
Retraining cost rs 2° 
Employee retention a 25 
Developer on-boarding 23° 
Sharing knowledge i 23° 
Provisioning developer infrastructure (is 217 
Lack of process iS 19° 
Inconsistent environments iii rs 13° 
Other E 1 
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Survey respondents who are trying to build their own opinionated application platforms list cost 
(46%), scalability (38%), and skills gaps (34%) as the top issues. 


What are some issues your team has seen 
with building your own application platform? 


Cost 46% 
Scalability 38% 
Skis gaps 
Errors in programming 32% 


Decreased functionality 


Doesn't meet compliance requirements 16* 


None of these 


Red Hat perspective 


A quick glance at the cloud-native landscape provides great insight to the rich ecosystem of cloud- 
native technologies. The options can be intimidating for even the most experienced software orga- 
nization. It is no wonder that IT leaders find it difficult to choose the right tool(s) for the job(s). They 
need prescriptive recommendations to help them select the appropriate technologies. 


Red Hat helps organizations take the guesswork out of assembling their own cloud platforms. For the 
past several years, Red Hat has emphasized the interplay of IT's four footprints, from physical servers 
and virtual machines to private and public clouds. A single environment is unlikely to scale and adapt 
to meet the needs of the modern enterprise—from competitive dynamics to evolving customer 
demands. Hybrid cloud, where workloads and resources span these deployment options, is now a crit- 
ical component for digital transformation, as is consistency. Chief information officers (CIOs) need 
to know that their applications and services will respond consistently in a certain way, every time, 
everywhere. 


But here's what is new: These four footprints are immaterial to the end user. The hybrid cloud is 
becoming a default technology selection. Enterprises want the best answers to address their prob- 
lems, regardless of what footprint it exists in or which vendor offers it. We have reached what we 
believe is an inflection point in enterprise IT, where the underlying foundations of the technology 
stack are commoditized. What enterprise users do care about, regardless of role, is that the technol- 
ogy stack meets their needs, is stable, has strong security, and can scale to address future needs. 


Red Hat provides a common platform that offers a stable, consistent, and reliable fabric that 
stretches across the four IT footprints, regardless of the underlying hardware, service, or provider. 
This platform provides consistency and abstraction, allowing IT teams to focus on embracing innova- 
tion rather than trying to integrate legacy technologies with emerging cloud services. 
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Conclusion 


Our survey confirmed that cloud-native development is not just a buzzword or passing fad, and our 
results revealed some noteworthy concerns and key drivers for adoption. In particular, organizations 
are focused on building better security into their application development processes. Organizations 
are also looking for ways to become more collaborative and determine the best technologies for 
their needs. 


It is apparent that cloud-native development is quickly becoming the preferred method of devel- 
oping and modernizing applications. Its continued success will depend on organizations’ abilities to 
encourage collaboration and build team structures that support the use of hybrid cloud platform 
automation tools like Kubernetes and microservices to boost innovation velocity. 


Learn more 


To learn more about Red Hat and cloud-native development, visit https://www.redhat.com/en/ 
topics/cloud-native-apps, or contact us. 


About Red Hat 


Red Hat is the world’s leading provider of enterprise open source software solutions, using a community-powered 
approach to deliver reliable and high-performing Linux, hybrid cloud, container, and Kubernetes technologies. 
Red Hat helps customers integrate new and existing IT applications, develop cloud-native applications, standardize on 
our industry-leading operating system, and automate, secure, and manage complex environments. Award-winning 
support, training, and consulting services make Red Hat a trusted adviser to the Fortune 500. As a strategic partner 
o cloud providers, system integrators, application vendors, customers, and opensource communities, Red Hat can 
help organizations prepare for the digital future. 
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